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Abstract

Social, behavioral, and health scientists are often required or en-
couraged to de-identify and publish data to support open science.
Prior work shows that scientists, lacking support, avoid systematic
disclosure avoidance methods that could help them achieve their
own privacy goals more rigorously. Better tools could help but must
be tailored to scientists’ real-world needs in order to have an impact.
To understand these design needs, we conducted an exploratory
user study in which experienced researchers used one of two disclo-
sure avoidance tools on a real research dataset. We highlight two
main findings. First, a high degree of skepticism about disclosure
risk in the original data led participants to perceive these tools
as extreme. Second, these tools contain promising design patterns
for helping scientists understand impacts on data utility, but they
largely fail to improve scientists’ understanding of privacy. Our
findings indicate a need for better approaches to evaluate disclosure
risk, and we provide a foundation for tailoring disclosure avoidance
tools to the needs of researchers participating in open science.
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1 Introduction

Social, behavioral, and health scientists are often required or encour-
aged to publish data to support open science [3, 25, 46, 50, 75, 79, 80];
as a result, tens of thousands of datasets about human subjects are
available in online repositories [24, 29]. To prevent the disclosure
of private information about research participants, scientists de-
identify data by removing or modifying names, demographics, and
other potential identifiers. Unfortunately, disclosure avoidance! is
a difficult task for which most scientists lack adequate support.
First off, there is no singular ideal solution. Privacy researchers
have found vulnerabilities in heuristic de-identification methods

!n this paper, we use the terms disclosure avoidance and de-identification interchange-
ably to describe a broad range of approaches that “[remove] the association between a
set of identifying data and the data subject,” as defined by NIST [18].
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again and again [10, 51]; meanwhile, differential privacy [13] pro-
vides provable protections, but many deployments (in order to
retain data utility) have ended up with arguably trivial privacy
guarantees? while simultaneously struggling to gain acceptance
among scientists [42, 61]. Further, fundamentally difficult choices
are exacerbated by insufficient support for scientists in practice.
Our own prior work found that available de-identification guides
often make misleading claims while also neglecting to provide good
instructive examples [20]. Through interviews, we found that sci-
entists have almost no exposure to systematic disclosure avoidance
frameworks such as k-anonymity and differential privacy, and their
methods are often at odds with their de-identification goals [21].

Well-designed disclosure avoidance tools could help scientists on
many fronts: unlocking more robust privacy techniques, providing
better feedback on impacts to utility, and reducing time and error.
To achieve these benefits in practice, though, tools must provide
information and workflows that enable users who are not experts
in disclosure risk to de-identify data and reason about whether the
output is acceptable for secondary use. As such, disclosure avoid-
ance tools for scientists likely have different design requirements
than tools for privacy experts. This study explores the design of
disclosure avoidance tools for scientists. We focus particularly on
microdata—datasets with line-by-line information about individu-
als, rather than aggregate statistics—because publishing microdata
is overwhelmingly the norm in open science. While valuable work
has focused on designing tools to protect statistics using differential
privacy [40, 62, 66], we believe that meeting scientists where they
currently stand is complementary and necessary.

The design of disclosure avoidance tools for microdata is largely
unexplored in human-centered computing research. As a first step,
we conducted a user study with two real-world tools that could
help scientists de-identify data more systematically. We aim to learn
about tool design at a high level, focusing on users’ interactions
with different kinds of features and workflows, rather than low-level
concerns such as the placement of interface elements. This framing
enables us to generate findings that transfer better to future tools,
which will likely differ radically from current ones. Nevertheless,
we believe that interacting with real tools is crucial—despite notable
usability and privacy issues (see §2.3)—because it forces participants
to grapple directly with the kinds of trade-offs that necessarily result
from systematic disclosure avoidance methods.

2For example, the 2020 U.S. Census was released with € of 19.61 [76], while two
synthetic datasets on human trafficking [74] and live births [22], respectively, used €
of 12 and 9.98. These are large €; as Dwork et al. write, large € are “difficult to reason
about” and may offer “little to no protection” [14].
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We recruited 23 social, behavioral, and health scientists for our
study. Each participant de-identified a real research dataset using
one of two disclosure avoidance tools: sdcMicro [73] (k-anonymity),
or SmartNoise [65] combined with SDMetrics [11] (differentially
private synthetic data). We investigate three research questions:

RQ1: How do scientists perceive the acceptability of system-
atic disclosure avoidance tools, after trying them? Existing
tools, including the two in this study, do little to help users un-
derstand baseline disclosure risk; accordingly, many participants
believed the original data was already well protected, leading them
to conclude that the tools are extreme. In general, participants were
cautious of overreliance on technical methods to protect data, rais-
ing concerns around data utility, transparency, and scientific norms.
At the same time, for some participants, firsthand usage allayed
initial doubts and led to cautious optimism about tools’ usefulness.

RQ2: How do scientists interpret tools’ metrics and visualiza-
tions for evaluating data utility and privacy? We find that tools
combine utility metrics and visualizations in useful ways, forming
positive feedback loops: metrics helped participants decide where
to focus their attention when interacting with visualizations, and
visualizations in turn helped build participants’ understanding of
metrics—though some important nuances were obscured. However,
participants struggled to make sense of privacy information, in-
dicating a need for improved visualizations and examples to help
users build up their intuition about privacy metrics.

RQ3: What workflows should disclosure avoidance tools sup-
port to meet scientists’ needs? We report participants’ perspec-
tives on two main tool workflows that they would like to see devel-
oped further: providing better support for decision-making, and gen-
erating documentation that can inform secondary users about the
uses and limitations of the de-identified data. We also describe dif-
fering perspectives on whether tools should give scientists greater
control over how disclosure avoidance algorithms are applied.

2 Background

Here we summarize the state of disclosure avoidance in open sci-
ence. We also describe existing tools and some of their limitations.

2.1 Disclosure avoidance in open science

Social, behavioral, and health scientists are increasingly required
or expected to publish research data by the institutions that fund,
support, and publish their work. As discussed in prior work, this has
resulted in tens of thousands of human-subjects datasets published
in repositories online, often containing sensitive information about
individuals [21]. Though repositories attempt to guard against mis-
use of data through access and use restrictions, these methods are
fallible. In a recent example, fringe race scientists allegedly lied
about their research intentions in order to obtain genetic and health
data from the National Institutes of Health [33].

To mitigate privacy harms, scientists are often expected to blur or
remove details in their dataset that could expose individuals’ iden-
tities or sensitive information, while also retaining as much of the
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data’s utility for secondary use cases as possible. We refer to this pro-
cess interchangeably as disclosure avoidance and de-identification.
Carvalho et al. [8] provide a detailed overview of privacy risks and
disclosure avoidance methods for microdata—datasets that contain
discrete records for individuals, rather than aggregate statistics.

There are serious challenges to de-identifying scientific data in
practice. In prior work, we analyzed 38 de-identification guides, find-
ing that they convey limited threat models and disclosure avoidance
methods, and that they provide few examples of how to de-identify
data systematically [20]. We also interviewed 24 scientists with
de-identification experience, finding that they typically employ
informal disclosure avoidance methods that are likely to result in
higher disclosure risks than aimed for [21].

Systematic disclosure avoidance methods like k-anonymity [69]
and differential privacy [13] could improve protections over current
norms. For k-anonymity, one specifies a set of identifying variables
that an attacker could leverage; then, data is coarsened or deleted
to ensure each record belongs to an anonymity set of at least k
records. For example, in a dataset that is 5-anonymous with respect
to gender, age, and state, if a record describes a man from Maryland
who is 19, then there must be at least four other records of 19-year-
old men from Maryland. In a recent case study on de-identifying
medical data, Carvalho et al. used k-anonymity as an intuitive
way to measure reduction of disclosure risk [7]; at the same time,
k-anonymity has notable limitations as a privacy metric (see §2.3).

To achieve differential privacy on microdata, one typically uses
a randomized algorithm to generate synthetic data with similar
properties to the original. Differential privacy formally limits how
much the synthetic data tends to change when any one individual’s
data is altered, guaranteeing a limit to the privacy risk of being in a
dataset. The level of privacy is controlled by the parameter €: smaller
values provide a stronger privacy guarantee but tend to produce less
similar data, while larger values provide weaker privacy and greater
similarity. Several recent works have tested differentially private
synthetic data generation methods on real human-subjects datasets,
often demonstrating that they can support specified use cases—but
also that the utility trade-offs can be significant and can vary in
complex ways depending on dataset characteristics, synthetic data
algorithm, and parameter choices [17, 31, 55, 59, 67, 78].

2.2 Disclosure avoidance tools

Tools have been developed to assist with disclosure avoidance for
structured microdata. sdcMicro [73] and ARX [57] are notable tools
with graphical user interfaces that enable users to delete, coarsen,
or perturb data under frameworks such as k-anonymity and differ-
ential privacy. Some tools generate synthetic data: SmartNoise [65]
and the Synthetic Data Vault [12] are examples of tools that can
synthesize data with differential privacy guarantees. In Section 7.2
of their survey paper, Carvalho et al. describe existing disclosure
avoidance tools for microdata in greater detail [8].

Tools can also help users evaluate the utility and privacy of de-
identified data. For example, sdcMicro and ARX provide counts of
deleted values, metrics of statistical similarity, and visualizations
of changes in marginal distributions. Similarly, SDMetrics [11] and
synthpop [49] provide metrics and visualizations to compare any
synthetic dataset to its original. In contrast, SDNist is a project to
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benchmark synthetic data algorithms based on pre-determined,
dataset-specific utility considerations and disclosure risk mod-
els [71]. As such, SDNist currently works with just two U.S. Census
datasets, but it is an interesting example of how users could be
guided through utility and privacy evaluations.

Tools can assist with disclosure avoidance in other contexts, such
as redacting free text [35, 77] and releasing statistics [54]. Sarathy
et al. conducted a study similar to ours, in which scientists and
repository curators used a tool to produce differentially private
statistics; participants had difficulty understanding the implications
of choices such as parameter selection, and they were concerned
about losing the ability to conduct exploratory data analyses and
replication studies [62]. In parallel, Nanayakkara et al. developed a
tool to help scientists understand utility and privacy trade-offs of
€ values for differentially private statistics [40]. While important,
these other contexts are out of scope for our work, which focuses
on disclosure avoidance for microdata because it is the norm in
open science—and likely to remain so for the foreseeable future.

Recently, some have explored using Al to help users reason
about disclosure risks and mitigation strategies. sdcMicro recently
introduced Al features to suggest classifications for variables (e.g.,
as identifiers or not) and disclosure avoidance steps [72]. Zheng et al.
developed a technique using LLMs to estimate the total number of
people who match a given set of attributes (i.e., the global k value);
in empirical tests, their technique performed better than other LLM-
based approaches, though predictions still differed around 30% of
the time by a factor of 5 or more from estimates based on real
statistics [82]. As of now, Al-assisted disclosure avoidance tools
have barely been explored and are essentially untested, but initial
developments suggest interesting directions for future work.

2.3 Limitations of disclosure avoidance tools

In practice, while some scientists use home-brewed tools to scaffold
disclosure avoidance, it is nearly unheard of to use tools to carry out
data transformations [21]. This is perhaps just as well, since existing
tools are not necessarily mature or well-tailored to scientists’ needs.

Usability (especially for non-experts) is a pervasive issue. In a
user study of differential privacy tools, participants made implemen-
tation mistakes due to issues such as unclear documentation and in-
adequate support for complex tasks like calculating sensitivity [47].
There is a lack of good usability studies on disclosure avoidance
tools for microdata, but we attest that we encountered many issues
when assessing candidate tools for this study. To provide just a few
examples, ARX and Amnesia have unintuitive interfaces for cre-
ating generalization hierarchies; labels on sdcMicro visualizations
overlap; SDMetrics visualizations fail to accommodate red-green
color blindness; and ARX often refers users to academic papers in
order to understand its utility and privacy metrics.

Tools also have privacy limitations. Several prominent tools use
k-anonymity, which does not prevent disclosure of sensitive values.
More complex frameworks extend k-anonymity in an attempt to
address this issue [30, 32], but they still rely on scientists to choose
the right set of identifiers—a complicated and perhaps impossible
task [45, 51]. Moreover, as these frameworks do not constrain how
data is to be de-identified, specific implementations may be vulner-
able to reverse engineering—especially when they try to preserve

utility optimally [10], as Chhillar et al. demonstrated on ARX’s
local recoding algorithm for k-anonymity [9]. Local suppression
algorithms have similar issues, one of which we outline in §4.

While differential privacy makes significant strides towards solv-
ing these problems, achieving meaningful privacy guarantees can
be tricky in practice. Improper handling of tasks such as discretiza-
tion [16] and floating-point math [26] can compromise differential
privacy’s guarantee. For example, Stadler et al. discovered that im-
proper handling of metadata by synthetic data algorithms broke
privacy guarantees [67]. Additionally, differential privacy is “diffi-
cult to reason about” and may offer “little to no protection” when e
is high, which may be required to preserve acceptable utility [14].

Finally, systematic disclosure avoidance methods have funda-
mental trade-offs that may conflict with scientific norms. In an
interview study, scientists doubted that systematically de-identified
data would remain useful for crucial secondary use cases [21]. In
a real-world example, the backlash to differential privacy in the
2020 U.S. Census was driven by concerns over the use of statistical
techniques to manipulate that data [4, 61]. Regarding synthetic data
in particular, Stadler et al. empirically demonstrated that algorithms
can create drastic utility distortions while simultaneously being less
predictable and understandable [67], and Kulynych et al. argue that
synthetic data is fundamentally inappropriate for many proposed
use cases, due to concerns about statistical validity [28].

We see disclosure avoidance tools as still in an early design stage:
adoption is low, and many limitations are yet to be compellingly
resolved. At the same time, scientists are increasingly expected to
de-identify their research data, and they need better support. By
investigating the design of disclosure avoidance tools for scientific
microdata, our work aims to accelerate and guide the development
of better tools that are tailored to scientists’ real-world needs.

3 Method

We conducted this user study in person with 23 scientists between
August 2025 and February 2026. Participants were randomly divided
into two groups; each group used a different tool to de-identify the
same real dataset. We interpreted our results via thematic analysis.

3.1 Tool selection

We studied two disclosure avoidance tools that explore different
design choices: sdcMicro [73], and SmartNoise [65] combined with
SDMetrics [11]. These were selected from a short list of 16 tools that
we identified from online advice for practitioners, conversations
with domain experts, and related work [8].> Our choices are not in
any way a recommendation of these tools, given significant usabil-
ity and privacy issues (see §2.3). However, we believe it is important
for participants to anchor their reactions and feedback in experi-
ence with real tools and data, which forces them to confront the
kinds of trade-offs that necessarily result from systematic disclosure
avoidance methods. Below, we explain the design characteristics
that led us to choose these two tools.

30ur short list included the following tools and algorithms for de-identifying and
evaluating data: sdcMicro [73], ARX [57], Amnesia [53], MinBlur [36], the PDPC
Anonymisation Tool [56], ui-ARGUS [23], SmartNoise [65], MST [34], PrivBayes [81],
DP-WGAN [1], PATE-GAN [27], synthpop [49], MOSTLY AI [38], SDMetrics [11],
SynthRO [60], and SDNist [71].
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sdcMicro. To explore tools that are truthful—that is, tools that
reduce detail but do not introduce inaccuracies—half of the partic-
ipants used sdcMicro [73] v5.7.8 to achieve k-anonymity via the
local suppression algorithm, which deletes individual data values.
sdcMicro is perhaps the most mature disclosure avoidance tool
available, with both an API and a graphical user interface, and it
continues to be updated regularly. It is recommended by several
de-identification guides [20] and has been used by scientists to
protect data published in repositories [21]. In comparison to ARX,
another mature disclosure avoidance tool that supports truthful
disclosure avoidance, sdcMicro requires less configuration to run
its k-anonymity algorithm, and it provides feedback that is more
accessible to a lay user (e.g., straightforward visualizations and
tables, as opposed to metrics derived from academic literature).

SmartNoise/SDMetrics. To explore differential privacy tools for
microdata, half of the participants used SmartNoise [65] v1.0.5 to
produce synthetic data using the MST algorithm [34]. As Smart-
Noise only generates the data, participants used a modified version
of SDMetrics [11] v0.23.0 to evaluate the synthetic data. MST won
NIST’s 2018 Differential Privacy Synthetic Data Challenge and still
receives regular updates. Based on an empirical evaluation of syn-
thetic data algorithms [17], MST is a good fit for smaller datasets
like the one used in this study (see §3.2). We chose SDMetrics be-
cause it is one of the most mature tools of its kind: it is described as
a main inspiration for SDNist [63], and it was included by the UK
National Health Service in a framework for synthesizing patient
data [48]. Compared to other synthetic data evaluation tools that
we considered [38, 49, 60, 63], we judged SDMetrics to provide
the best balance of being dataset- and algorithm-agnostic, having
minimal bugs, and providing interesting metrics and visualizations.

3.2 Dataset selection and preparation

To find a dataset for participants to de-identify, we considered hun-
dreds of candidates from repositories such as ICPSR, ultimately
choosing data collected in 2023 for the Detroit Metro Area Com-
munities Study (DMACS) [19]. Using real data improves external
validity by capturing realistic risks and characteristics. By using
data that has been approved for publication, we can also focus on
participants’ perspectives on de-identifying data beyond current
norms. We obtained permission from the data authors to use the
DMACS data for our study, and we adhere to the terms of use, in-
cluding only sharing data with authorized users and not attempting
to re-identify individuals. Participants only had access to the data
under our supervision.

The DMACS data comprises survey responses from 1,911 adult
residents of Detroit, Michigan.* It measures a broad range of opin-
ions and experiences to inform local community development [37].
To make the dataset more manageable for participants, we selected
48 of the original 250 variables, focusing on demographics, health,
and finances. Additionally, as the algorithms used in our study are
designed for discrete rather than continuous data, we grouped birth
year into decades. The Open Science appendix contains the script

4For simplicity, we introduced DMACS to participants as if it were a one-time survey;
in reality, DMACS is a longitudinal project that regularly collects and publishes data
on the same population, which would complicate the task of disclosure avoidance.
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we used to produce the modified dataset, as well as a codebook and
list of survey questions for the modified data.

The modified DMACS data aligns well with the three main crite-
ria we used to pick a dataset:

e Clear potential for harm. If individuals are re-identified,
they should face serious risks. This data describes respon-
dents’ disabilities, debts, evictions, sexual orientation, in-
come, and more. This could influence decisions about health
insurance and employment, and respondents may consider
some of it to be private or stigmatizing.

e Re-identifiability. Individuals should be realistically re-
identifiable. This data is constrained to Detroit residents
and contains numerous indirect identifiers, including birth
decade, gender, race, education, and marital status. In our
assessment, there are dozens of outlier individuals who are
extremely unique within the dataset and quite likely unique
within the total population based solely on traditional de-
mographic identifiers, due to rare characteristics—e.g., one
individual who was born between 1920 and 1929, four who
are Pacific Islander, and five who are trans women—in com-
bination with other identifiers.

e Familiar context. Participants in our study should find it
easy to understand the data and to reason about risks and
use cases. This data is drawn from the general population
of a large U.S. city and focuses on everyday topics such as
personal health and household finances.

We note that we do not intend to single out the DMACS data for
judgment in any way. This data is not unusual in its level of risk
and identifiability, and it is additionally protected by access and use
restrictions that may well be adequate for its particular context.

3.3 Task design

Our user study comprised three phases: orientation, tool use, and
reflection.’ These phases are summarized in Figure 1, and protocols
are in Appendices A and B. Participants completed tasks in person
on a computer we provided, to reduce hassle (participants did not
install software) and risk (we did not transmit the DMACS data
over the Internet). The recorded portion of study sessions lasted 71
minutes on average.

Orientation. We began each study session by introducing motiva-
tions and challenges associated with de-identifying research data,
including an example of how individuals can be singled out in a
dataset using combinations of indirect identifiers. We introduced
the modified DMACS data as a survey measuring 2,000 Detroit res-
idents’ opinions and experiences relating to health, economics, and
more, with the overall goal of informing local community develop-
ment. Participants spent a few minutes familiarizing themselves
with the data in a spreadsheet viewer. As they explored the data,
we prompted participants to think aloud about potential use cases
and privacy risks, and then we asked what kind of support they
would like if they were to de-identify this data for public release.

SWe piloted our study within the research team and also conducted three external
pilots with scientists, which are not analyzed as part of this study. Based on these
pilots, we refined our descriptions of technical concepts and streamlined our study
protocol to reduce the number of tool features that participants interacted with.
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Figure 1: The three main phases of our study. In the middle phase, participants completed different steps, depending on whether
they used sdcMicro (top row) or SmartNoise/SDMetrics (bottom row). This phase was repeated as time permitted.

Orientation De-identify data Utility metrics Utility visuals Privacy info Questions Reflection
Introduce sdcMicro: k-anonymity Number of local Graphs/tables of k-anonymity

disclosure risk, via local suppression suppressions marginal distributions violations Impressions of Overall experiences
explore the data, the current utility and impressions of
and introduce and privacy of the the disclosure
tools and privacy SmartNoise/SDMetrics: ~ Calculated Graphs of marginal Disclosure de-identified data avoidance tool

concepts

DP via synthetic data similarity scores

distributions

protection score

Table 1: This table summarizes visualizations and metrics in each tool that participants interacted with.

Visualization or metric Description

sdcMicro

Number of local suppressions A count of deleted values for each variable; displayed in the table Information on local suppression.

Changes in distributions

Comparisons of specific univariate or crosstab distributions before and after de-identification; visualized in graphs

(Barplot/Mosaicplot) and tables (Tabulations) [Figure 2a].

k-anonymity violations

All records violating k-anonymity, for a specified k; displayed in the table Observations violating k-anonymity [Figure 2d].

SmartNoise/SDMetrics

Calculated similarity scores

Statistical metrics comparing distributions in the original and synthetic data, for each variable and crosstab; displayed,

respectively, in the Column Shapes and Column Pair Trends visualizations [Figure 2e]. Scores are based on total variation

distance and range from 0 (non-overlapping distributions) to 1 (identical distributions).

Changes in distributions

Comparisons of specific univariate or crosstab distributions before and after de-identification; visualized in bar graphs

(get_column_plot) [Figure 2b] and heatmaps (get_column_pair_plot) [Figure 2c].

Disclosure protection score

A statistical metric of privacy in a specific attack scenario, where the user specifies identifying variables and sensitive

variables. The modeled attacker knows identifying values and tries to guess sensitive values in the original data, based

on associations in the synthetic data. Scores range from 0% (all guesses correct) to 100% (no better than random).

Next, we introduced the assigned tool. To reduce bias, we em-
phasized that we were not involved in its development and that we
were seeking honest feedback, positive or negative. For both tools,
we described the disclosure avoidance technique and framework
that participants would be using. For sdcMicro, we explained how
the tool deletes individual values to achieve k-anonymity, reducing
the risk of individuals being singled out. For SmartNoise/SDMetrics,
we explained how the tool samples synthetic data from noisy cor-
relations created using differential privacy, reducing the risk that
highly specific correlations could reveal sensitive information about
individuals. As it is not straightforward to explain these technical
concepts, we developed our explanations iteratively in pilot studies,
provided basic visual aids, and invited participants to ask questions.

Tool use. During the main portion of the study, participants fol-
lowed instructions to de-identify the data and evaluate the resultant
utility and privacy. Throughout this process, we offered help proac-
tively when participants were confused, and we prompted them to
think aloud about their reactions to the tool and its output. Provid-
ing instructions and help enabled us to focus on more fundamental
research questions about tool design, by helping participants navi-
gate unfamiliar tools more quickly and with greater understanding.
The goal was not to prescribe what disclosure avoidance should

ideally look like in practice, but rather to take participants through
a reasonable workflow demonstrating how a certain type of tool
could be used and what sorts of trade-offs might ensue.

For sdcMicro, we developed a handout with instructions to help
participants navigate the user interface. For SmartNoise/SDMetrics,
as neither tool has a user interface, we developed a Jupyter note-
book for participants to run step by step, without needing to know
how to code; we also copied relevant SDMetrics documentation
into the notebook, with minor modifications, to provide potentially
important context such as the definition of calculated metrics. Both
instructional materials are available in the Open Science appendix.
Table 1 describes the metrics and visualizations that participants in-
teracted with, and Appendix E contains some illustrative examples.

Participants using sdcMicro reviewed a set of 15 pre-selected
demographic identifiers for k-anonymity and were allowed to make
minor changes before running the local suppression algorithm to
achieve 3-anonymity.® We chose a low k because this data is a
small sample of the much larger Detroit population. Then, partici-
pants viewed a table counting deleted values per variable; explored

®When pre-processing the DMACS data for sdcMicro, we chose to leave pre-existing
missing values as separate categorical values instead of converting them to semantic
empty values (i.e., NAs in R). In our own experimentation, applying local suppression
with semantic empty values resulted in minimal suppression of sensitive values across
the dataset, failing to even suppress any of the four Pacific Islander race values.
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graphs and tables conveying changes in user-selected univariate
and crosstab distributions; and interacted with a table listing records
that would be in violation of different, user-specified k values.

Participants using SmartNoise/SDMetrics generated synthetic
data for € = 5, which we chose as a compromise between higher e
used for real-world synthetic datasets [22, 74] and lower € that pro-
vide stronger privacy guarantees. Then, participants viewed metrics
capturing changes across all univariate and crosstab distributions;
explored graphs conveying changes in user-selected univariate and
crosstab distributions; and calculated a disclosure protection score
that aims to measure privacy in a specific attack scenario where
the user specifies which variables are identifying or sensitive.”

Once participants had made it through the instructions, we asked
them to describe how they perceived the utility and privacy of the
output data, asking probing questions as necessary. Where appli-
cable, we asked participants to consider the use cases and privacy
risks they had articulated themselves during the orientation phase.
As a backup, we suggested the use case of researchers including
this data in a meta-analysis focused on the drivers of mental health,
as well as the privacy threat of a health insurance provider trying
to learn individuals’ disabilities and finances based on their demo-
graphics. Then, time permitting, participants redid the disclosure
avoidance process, making different choices. For example, various
participants chose a different ¢, selected different identifiers for
k-anonymity, and specified which variables are more important to
preserve during local suppression.

Reflection. For the final 15 minutes, we asked semi-structured
interview questions about participants’ overall experiences and
perceptions. Questions covered the usefulness of the tool’s infor-
mation and capabilities, concerns about impacts on secondary use
cases, and suggestions for improvements.

3.4 Recruitment

For our in-person user study, we recruited scientists from the au-
thors’ two institutions (the University of Maryland and the George
Washington University) by contacting faculty in areas such as psy-
chology, epidemiology, and criminology; we invited them to par-
ticipate and/or share our study with their colleagues and students.
We also asked participants to share our recruitment message with
other qualified scientists. Prospective participants completed a four-
minute questionnaire (see Appendix C) asking about their research
area, experience with quantitative human-subjects data, and de-
mographics. From the screening questionnaire responses, we con-
ducted purposive sampling with two criteria:

(1) We prioritized scientists with greater research experience, as
they are more qualified to assess how disclosure avoidance
methods would impact the usefulness of the data.

(2) We tried to recruit across a diverse range of research areas
in the social, behavioral, and health sciences.

All participants had either (1) taken three graduate-level classes
in which they analyzed quantitative human-subjects microdata or
(2) analyzed such data for two research papers or reports that were

"We made minor changes to SDMetrics to fix some distracting usability issues. See the
Open Science appendix for a description of these changes and a link to the code.
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Table 2: Counts summarizing participants’ research back-
grounds and experiences with quantitative human-subjects
microdata, broken down by which tool they used in our study.

Category sdcMicro  SmartNoise/SDMetrics

Research area
Health / medicine
Crime / justice
Psychology

W W W W
- W

Other social sciences

Relevant graduate-level courses
0
1-2
3-4
5+

[, IS, B
W A = =

Relevant research projects’
0
1-2
3-4
5+

W s N W
_ U1 =

" Number of classes taken in which participants analyzed data.
fNumber of research papers or reports submitted to a peer-reviewed
publication or research funder in which participants analyzed data.

submitted to peer-reviewed publications or research funders. Par-
ticipants were also required to be 18 years or older; speak English;
and be a graduate student, faculty member, or staff member at one
of the two universities.® Participants were compensated $60 in cash.
Table 2 summarizes participants’ research areas and levels of
experience.” All participants are PhD students, except for M2 and N1
(faculty members) and N7 (MS student). Appendix D contains more
information about research areas and demographics. Participants’
aliases are assigned based on which tool they used in the study;
an alias prefixed with M indicates a participant who was assigned
sdcMicro, while a prefix of N indicates SmartNoise/SDMetrics.

3.5 Thematic analysis

We conducted a thematic analysis on the data from our user
study [5]. The first two authors inductively developed an initial
qualitative codebook while reviewing video recordings of four study
sessions together. As the high-level codebook structure was stable,
the remaining study sessions were coded by the first author, who
flagged all points of uncertainty and all changes to the codebook,
meeting regularly with the second author to make coding decisions
together. The codebook is in the Open Science appendix. To facili-
tate coding, we took audio and screen recordings; after generating
transcripts,'® we listened through each recording to fix transcrip-
tion mistakes and annotate transcripts with participants’ actions,
such as which variables they chose to visualize using their tool.

8We checked institutional affiliation as a straightforward way to comply with the
DMACS dataset’s terms of use.

This information comes directly from screening questionnaire responses, except
for the counts of participants who have de-identified data for publication, which
we evaluated conservatively based on participants’ qualitative descriptions. This is
because some participants interpreted the relevant screening question over-broadly.

10We used Whisper [52] for transcription and pyannote [58] for speaker diarization.
The code was run entirely locally, and no data was shared with third parties.
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Our codebook focuses on concepts related to our research ques-
tions. To develop themes, the research team discussed overarching
patterns that connected multiple participants’ perspectives. We
mapped each theme to a set of codes, allowing for a single code to
associate with multiple themes. To review and refine themes, we
read through the coded segments for each theme and wrote a few
sentences describing how the codes construct the theme.

3.6 Limitations

Participants could have been biased toward positive feedback if
they associated us with the tools and methods studied. Therefore,
we emphasized that the tool participants used was created by other
researchers, and that we were looking for honest feedback that
could identify issues from scientists’ perspectives.

Participants’ opinions on tools may have been affected by usabil-
ity issues, which is outside the main scope of our study. To reduce
usability issues, we provided detailed usage instructions and offered
help proactively when participants were confused. Providing this
guidance, which would not be available to scientists outside of our
study, may have affected external validity. However, we believe that
real-world adoption of disclosure avoidance tools by scientists will
likely require similar forms of guidance, for example in the form of
community-developed instructions and norms.

Our study has a between-subjects design: each participant inter-
acted with just one of the two disclosure avoidance tools. We made
this decision to keep the duration and cognitive load manageable
for participants, but it limits our ability to directly compare tools.

We recruited participants from only two institutions, which may
limit generalizability; we judged this to be worth the benefits of
interacting with participants in person. We did not observe evidence
of academic monoculture, as both institutions are large research
universities, and participants came from 14 different departments.

Finally, this study explores how individual scientists respond
initially to disclosure avoidance tools; in reality, norms are formed
over time within scientific communities. Our findings provide novel
insights into the design of such tools, but they should not be taken
as predictions of how scientific communities would respond, should
such tools receive more widespread attention.

4 Context on disclosure avoidance outcomes

To provide context for interpreting participants’ interactions, we
first provide a brief overview of how sdcMicro and SmartNoise
tended to affect the DMACS dataset when the instructions we
provided were followed. Participants observed similar, but not nec-
essarily identical, impacts to the ones described below: SmartNoise
is non-deterministic, and while sdcMicro’s local suppression algo-
rithm is deterministic, participants often made slight changes to
the set of identifiers used to calculate k-anonymity.

sdcMicro deleted individual values in the data (local suppression)
to achieve 3-anonymity for a set of 15 pre-selected demographic
identifiers. Birth year was most frequently suppressed, with around
1,140 out of 1,911 values deleted. Around 390 household income
values were suppressed, along with 230 for gender, 130 for marital
status and education, 60 for both sexual orientation and Middle
Eastern ethnicity, and fewer than 40 for all others, mostly compris-
ing binary race variables (i.e., a separate yes/no variable for each

individual race). The pattern of suppressions tended to preserve
the directionality of trends—for any given variable, prevalent cate-
gories remained prevalent in the de-identified data—but the shapes
of distributions were affected, with rarer values being dispropor-
tionately removed. The local suppression was notably vulnerable to
being reverse engineered: e.g., for the Pacific Islander race variable,
sdcMicro suppressed all four Yes values and often only those four
(sometimes one or two more), enabling an attacker to conclude
with confidence that all (or most) of the removed values were Yes.

We included sdcMicro in our study not to investigate participants’
perceptions of these specific trade-offs, but rather, at a high level,
how they engaged with the kinds of impacts it has: deleting values
and distorting distributions, based on a selected set of identifiers,
while preserving truthfulness in the data.

SmartNoise generated a differentially private synthetic dataset
with € of 5 using the MST algorithm, which automatically detects
correlations in the original data, adds noise, and then samples syn-
thetic records. Distributions of individual variables were largely
preserved across the board. SDMetrics uses total variation distance
to measure the change in distributions from the original data; the
greatest change for any variable was around 0.03 (out of a max-
imum 1), and the proportion of any given category tended to be
within 1% of its original proportion. Distributions of crosstabs were
more affected; some had a total variation distance of as much as 0.2.
Crosstabs involving household income were consistently among the
most impacted; trends were preserved but noticeably noisier (e.g.,
higher education levels were overall correlated with higher house-
hold incomes, as they were in the original data, but the gradient
was much less smooth). For some highly correlated crosstabs, such
as one type of disability with another, SmartNoise appeared to lose
some of the strength of those correlations, altering the proportion
of some combinations of values by 5% or more.

We included SmartNoise/SDMetrics not to investigate these spe-
cific tradeoffs, but rather participants’ high-level engagement with
its inherent characteristics: preserving correlations by design (espe-
cially with high values of €), de-identifying data agnostic of threat
model, and replacing truthful data with synthetic data.

5 Findings

Our findings are organized by research question: first perspectives
on tool acceptability, then interpretation of metrics and visualiza-
tions, and finally perceived gaps and strengths in tool workflows.
Each bolded header represents a theme from our analysis.

5.1 Acceptability of disclosure avoidance tools

To begin, we consider how participants perceived the utility and
privacy of the de-identified data. We find that significant variation
in how different participants perceived the utility and privacy of
essentially the same de-identified data led to vastly different conclu-
sions about the overall acceptability of disclosure avoidance tools.
Participants who were doubtful of the identifiability of the original
data, or were taken aback by the scale and kinds of changes made to
the data, wound up deeply skeptical about the usefulness of these
tools. On the other hand, participants who saw a need for increased
privacy, and bought into tools’ metrics and visualizations, spoke
cautiously but optimistically about tools’ potential.
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Skepticism about baseline risk causes both disclosure avoid-
ance methods to be seen as extreme. Participants had differing
opinions on the usefulness of systematic disclosure avoidance tools
and the utility of the data they produce. These differences appeared
to be driven more by discrepancies in how participants perceived
baseline disclosure risk than by any other factor that we could
observe. This is because participants’ perception of the baseline
risk informed whether the substantial trade-offs of both tools were
seen as necessary and something scientists must therefore work
around, or whether they were seen as nonsensical and extreme.

A substantial portion of participants did not believe that the orig-
inal dataset was realistically identifiable, giving two main reasons.
First, participants argued that individuals would not be identifiable
within the much larger population from which the DMACS data is
sampled. As M4 said, for a health insurance provider to re-identify a
data subject “would be a little delusional, because it’s still a random
sample of 2,000 people in the Detroit area” They elaborated that an
individual who is distinctive within the dataset—e.g., someone “in
their 40s or 50s that has a unique set of disabilities”—is unlikely to
be unique within Detroit. Second, participants argued that the data
lacked sufficient detail to identify individuals. M2 pointed to a lack
of granularity: “I think it’s helpful here [for privacy] that you have
ranges instead of specifics, especially with birth year. ... Anything
related to health or a personal diagnosis is a dichotomous variable,
so nothing is really personal there” Others noted that some data
may be somewhat unreliable or obscure: M1 argued that, as self-
reported data, household income “might not be accurate, and you
might not be able to know exactly what the person’s household
income is, based on available data or even if you personally know
that person” While we as the research team acknowledge that these
factors do indeed reduce disclosure risk, we nevertheless believe
that some individuals in the dataset are likely identifiable (see §3.2).

For several participants who felt the most strongly that the tool
they used is not a reasonable approach to dislosure avoidance,
skepticism about risk played a key role in leading them to that
conclusion. For example, M1 said, “Considering this is a small sam-
ple of the residents from a large city, I think [sdcMicro] has been
too conservative. ... We now have 16% of missing data on mari-
tal status. And my question would be, is that necessary? Even if
I know a person who is married or not married, combined with
all of the other information, will I be able to locate that person
in the population?” Similarly, citing extreme differences in distri-
butions between the original and synthetic data, N2 concluded, “I
feel [SmartNoise/SDMetrics] is taking a pretty overly conservative
approach on a dataset that isn’t super granular to begin with.”

To achieve acceptable utility, participants sometimes tried to sig-
nificantly reduce privacy. Several sdcMicro users reduced the set of
variables they considered identifying, which fundamentally shrinks
the scope of protection provided by k-anonymity. For example,
after seeing the number of race values suppressed during the first
go-around, even though they initially pointed out the identifying
potential of an individual’s race, M12 decided not to include race
variables as identifiers the second time. They justified this decision
retroactively by arguing that race is crucial for a lot of sociology
research and not so identifying in a diverse community: “It’s an im-
migrant society in America; you have lots of people from different
races.” Similarly, though M11 initially decided to include political
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affiliation as an identifier, seeing the number of suppressed values
overall led them to reconsider whether it and other variables such
as household income are actually identifying: “Am I over-including
variables that make the k score not very useful?” In contrast, Smart-
Noise provides users with less control over the disclosure avoidance
process; some participants tried increasing e (often to 10, as we told
them when introducing differential privacy that real-world syn-
thetic datasets have used € of about 10), which generally resulted
in marginal improvements to perceptions of utility.

Participants were hesitant to rely on technical disclosure
avoidance methods. The changes that tools made to the data
were seen as too extreme for many reasons, with concerns about
decreased utility first and foremost. Commenting on the number of
values sdcMicro deleted, M7 said, “If I'm the user of this data after
its publication, I would be pretty upset. ...It lost so much statistical
power.” Observing changes in specific crosstab distributions, N8
worried about the impact on statistical analyses: “If the effect size
for household income and birth year would be 0.2, but now the
effect size becomes 0.4, then I would say that’s not okay.”

Beyond data utility, some participants also disliked the idea of
relying on tools, which can feel opaque in design. M11 said, “I'm the
kind of person who wants to know the ins and outs of all of my data.
I don’t want to just press a button and trust the algorithm that it
treated it totally fair and randomly.” Similarly, N8 felt nervous about
trusting code that they had not written themselves, saying, “I'm not
an engineering major or a CS major, so I don’t really understand
the code or anything behind this”; they noted that wider adoption
of a tool by other scientists would be a reassuring sign.

Some participants also observed that systematic disclosure avoid-
ance methods can clash with norms within their scientific commu-
nities. This was mainly a concern with SmartNoise; participants
anticipated that reviewers, advisers, and other scientists would
automatically reject synthetic data. For example, N1 said that in
the discipline of criminology and criminal justice, if one were to
publish a synthetic version of a survey dataset, “Whether it’s appro-
priate or not, there’d be red flags. I think it’s a cultural thing” After
learning that SmartNoise distorts marginal distributions to achieve
differential privacy, N8 said, “As epidemiologists, we want to see
the true correlations. If you are manipulating the correlations, why
should we even report that if we know that’s fake?”

As a result, some participants expressed a preference to rely less
on technical or systematic methods for protecting data privacy.
M11 argued that, for sensitive data, restricting access and use to
scientists who have shown they can be trusted to handle the data
properly is a better approach than local suppression: “T just think
also you have to think about not always the most technical way to
make things least identifiable.

Trying out tools firsthand can increase perceptions of ac-
ceptability. Interacting with tools increased some participants’
confidence that de-identified data would be useful for at least some
secondary use cases. In particular, it was not always intuitive that
it was possible to produce data with similar marginal distributions.
N6 said, “When you first started talking about using data that’s
synthetic, I was like, I don’t know about that. But I feel a lot more
positive toward it than I thought I would have,” explaining that
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interacting with SDMetrics’s utility metrics and visualizations in-
creased their belief that the synthetic data could produce similar
research findings. Similarly, after examining graphs generated by
sdcMicro comparing univariate distributions before and after local
suppression, M6 said, “I would have expected ...a different-looking
distribution for some of those variables where so much got deleted
from. However, it looked visually very much similar”

Participants who saw significant benefits to using tools, espe-
cially improving privacy, were often more optimistic about their
usefulness overall. Participants who perceived higher levels of base-
line disclosure risk tended to point to the presence of rare values
and data types that could be commonly known or publicly discover-
able; these participants often felt that impacts on utility were more
acceptable. For example, M10 felt that many of the identifiers in
the dataset could be linked to public sources such as person finder
websites, LinkedIn, and government records; towards the end of the
study session, they reflected, “I think it’s very easy for quantitative
researchers to lose the ball that these statistics and numbers are
actual people with actual lives. ...I think this tool is very useful for
the interest of protecting participants” Some also hoped that tools
could enable publication of more data: M5 said of sdcMicro, “In
different labs and research programs that I've worked in before, the
de-identification process is essentially just deleting entire columns
of data, versus an approach like this, which I think preserves a lot
more of the data”

5.2 Interpreting data metrics and visualizations

We now take a closer look at how participants interacted with tools
to make sense of the utility and privacy of the de-identified data.
As noted previously, our goal is not to evaluate the specific details
of any given interface, but rather to understand at a high level what
kinds of interfaces could be useful to scientists and why. We find
that, by combining high-level metrics and low-level visualizations,
tools have made a promising (though limited) start to help scientists
evaluate data utility in intuitive and constructive ways. However,
features for evaluating privacy were less beneficial, indicating a
need for designing better functionalities or interfaces.

Combining metrics and visualizations formed a positive feed-
back loop for understanding data utility. To evaluate utility,
both tools incorporate high-level metrics and low-level visualiza-
tions (see Table 1). Individually, both types of elements face sig-
nificant barriers to understanding: e.g., the metrics may be overly
abstract or opaque, while the visualizations provide too many op-
tions for users to take them all in. However, participants generally
converged on a similar process that combined metrics and visualiza-
tions iteratively to build up their understanding of the de-identified
dataset’s utility. We describe that positive feedback loop below.
First, participants viewed a summary of high-level metrics—
counts of deleted values for sdcMicro, and calculated similarity
scores for SDMetrics—across multiple variables. Though some ex-
pressed uncertainty about how to interpret these metrics, partic-
ipants were often comfortable using their intuition to draw pre-
liminary conclusions about utility, especially when metrics were
particularly high or low. For example, looking at similarity scores in
SDMetrics, N7 said, “I don’t know the standard, but if something is

97%, well, it’s high” Similarly, most participants quickly decided that
the percentage of birth-year values suppressed by sdcMicro (typi-
cally 60%) was probably concerning, and some suggested heuristics
for assessing other variables. For example, M3 said, “Surely there
has been a time in a statistics class when I've learned, like, ‘More
than this amount missing is problematic.” The number I have in my
head is more than 5%.” Engaging with these metrics caused a few
participants to raise concern about impacts on certain demographic
variables that are important for future use cases broadly: M1 said
they would not want gender to be suppressed at all, explaining,
“Gender is a basic control in all of the social science studies. ...
would want to keep all the age, gender, race, ethnicity information”

Next, participants prioritized specific variables and crosstabs to
visualize at a low level, by generating graphs and tables of mar-
ginal distributions before and after de-identification. Given the
large number of potential visualizations, participants often relied
on the metrics to focus their attention on the variables and crosstabs
that were most impacted: e.g., N6 selected crosstabs involving dis-
abilities, education, and household income to visualize specifically
because they had lower similarity scores. Using these low-level
visualizations, participants tried to understand how distributions
had changed: e.g., M12 examined tables comparing distributions
for each race variable, concluding that too high a percentage of
values had been suppressed for Pacific Islander (4 out of 4 Yes val-
ues deleted) and Native American (32 out of 37 Yes values) races to
remain useful, but that utility was acceptable for Black (12 out of
1,303), White (19 out of 359), and Asian (14 out of 38) races.

As they examined visualizations, participants refined their under-
standing of metrics, forming positive feedback loops. For example,
based on counts of local suppressions, M6 picked variables with
many deleted values to inspect graphically; based on the graphs,
they concluded that the high suppression counts were not as bad
as they could be, because even for birth year (the most heavily im-
pacted variable), “the overall distribution still looks very similar” N5
reflected that interacting with the “more straightforward” crosstab
graphs was helpful while they were still getting a handle on the
similarity scores, as “it took a while to just really get understanding
about what the score means or how to interpret those scores.”

Furthermore, some participants were able to follow this process
to compare different versions of the de-identified data. For example,
while experimenting with different values of €, N4 observed that the
combination of household income and education consistently had
one of the lowest similarity scores. As a result, they visualized that
specific crosstab as they tried out different values of €. At € = 10,
N4 noted that the distributions “look more similar” than with € = 5,
while also pointing out some remaining differences; this informed
their overall conclusion that the dataset’s utility was “definitely
better, but marginally, just because it already looked pretty good.”
In contrast, at € = 1, N4 expressed strong concerns about the data’s
usefulness, as distributions appeared to be “flattened out.”

However, existing utility metrics and visualizations obscure
important nuances. Some features, such as SDMetrics’s display
of crosstab similarity scores, were so visually and informationally
overwhelming that some participants actively avoided them. M5
expressed a common reaction to sdcMicro’s graphs of crosstab dis-
tributions: “Oh god, I can’t read that. I just can’t, there’s too much
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going on here. 'm gonna have to reset myself” SDMetrics’s graphs
of crosstab distributions, which use color rather than size to convey
the frequency of different values, were generally better received,
with several participants using them extensively and speaking pos-
itively about their design. However, the visual comparison they
demand can still be challenging: N4 wished for an interface that
would show more explicitly the difference in frequency between the
original and synthetic data for corresponding cells in the graphs.
Making differences between marginal distributions in the origi-
nal and de-identified data easier to notice and quantify was an
extremely common piece of feedback across both tools.

Metrics and visualizations can also cause users to overlook or
misinterpret important nuances. We observed some participants
making unsupported statements about complex visualizations: e.g.,
when looking at SDMetrics’s graph of household income distribu-
tions, which compared the frequencies of 15 different categorical
values, N9 observed incorrectly that the frequency of the middle in-
come categories had changed less compared to categories at either
end. Simple metrics can also obscure important details: sdcMicro’s
local suppression table shows just the quantity of deletions for each
variable, which can obscure outsize impacts on certain types of
variables. For example, even though a very small proportion of all
values (1-2%) was typically deleted for the Native American race
variable, since that included most of the Yes values, most of the
utility for understanding Native American experiences was gone.
Participants rarely noted these kinds of nuances, instead often con-
cluding that low overall proportions of suppressed values indicated
good utility. Inspecting graphs and tables sometimes helped users
spot these sorts of issues, but relying on users to select the right
variables and notice outsize impacts is not ideal.

Participants using both tools expressed that more descriptive
statistics and other calculated values would help them move be-
yond visual comparisons and attain a deeper understanding of
data utility. For instance, N3 said, “If you’re using a linear regres-
sion, it assumes you’re normally distributed. But if it’s no longer
normally distributed, then assumptions could be violated. ... You
ideally would want more context about how did the distribution
change, not just how much did it change” Several participants us-
ing sdcMicro wanted to know if values were missing at random:
M1 said, “If all the missing [values] are missing at random, it also
means that when the users use a dataset, they can either keep all the
complete observations with non-missing values, or they can impute
missing data using different strategies—it won’t bias the results” In
reality, suppressed values are unlikely to be missing at random, as
they were suppressed due to attributes within the dataset, but these
comments indicate more generally that participants using sdcMicro
wanted better methods to understand properties of missing values
as pertains to secondary use cases.

Finally, participants largely accepted these tools’ limited framing
of utility as the preservation of marginal distributions; few spoke
in any detail about impacts on more complex, multivariate relation-
ships.11 To some extent, this shallower lens makes sense, as there
is usually some uncertainty about future use cases in open science,

1t is possible that some participants withheld their opinions about multivariate
analyses because they considered tools’ impacts on simple properties of the dataset
to already be disqualifying. Still, very few participants—positive or negative about
tools—spoke in detail about tools” impacts on more multivariate relationships.
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which can make it harder to decide which of many possible mul-
tivariate relationships to prioritize. How to address this gap is an
open question. N9 envisioned SDMetrics enabling users to choose
variables for a regression that would be run on both the original
and the synthetic data, in order to compare p-values, coefficients’
confidence intervals, and other results. However, we note that the
benefit of testing user-specified analyses on the de-identified data
is not entirely clear: if a desired analysis is known in advance, then
scientists could simply release the outcome of that analysis on the
original data. One option is to have the tool generate a variety of
potential secondary analyses to test, but, when asked, N9 felt that
letting users choose would be more useful. We leave this question
for future work to explore.

Features for evaluating privacy were largely uninformative.
Participants struggled to gain useful information about privacy
from both tools. sdcMicro interfaces that could be used to evalu-
ate privacy—such as visualizations of marginal distributions and
k-anonymity violations—were largely used to evaluate utility in-
stead.’? For example, participants primarily used the table of k-
anonymity violations to compare the utility trade-offs of choosing
higher values of k, rather than the state of existing risks. As M2
said, “You could use that to tease out the amount of data you’re
willing to potentially lose. ...I might play with this and be like,
okay, maybe we should have k equal 6. Then I'm like, ooh, 1,100
observations [violating 6-anonymity]—that’s a lot, so maybe we
settle for 57 We believe this is because participants generally lacked
stances on appropriate values of k, so the number of violations for
any given k was not meaningful to them from a privacy perspective.

We also note that participants generally did not notice the pri-
vacy vulnerabilities in sdcMicro’s disclosure avoidance implemen-
tation. Only one participant, M12, pointed out that by suppressing
only five Pacific Islander race values, sdcMicro largely failed to hide
the four Yes values: “That’s weird, you suddenly have five NA for
Pacific Islanders—it means they are Pacific Islander!”

Aside from €, which is famously difficult to reason about [14, 15,
40, 43, 64], the main information about privacy provided to partici-
pants using SmartNoise/SDMetrics was the disclosure protection
score, which measures risk in a specific attack scenario, based on
user input on which variables are known to an attacker and which
are sensitive. As with SDMetrics’s similarity scores, disclosure pro-
tection scores towards the middle are harder to interpret than scores
at either extreme.'® Unfortunately, while tools provided a positive
feedback loop for understanding utility, they lacked salient low-
level visualizations to help participants make sense of the disclosure
protection score. As a result, participants often drew conclusions
about middle-range disclosure protection scores with questionable
justifications: N7 suggested that 65% was not good because it was

12We considered having participants interact with other sdcMicro privacy metrics,
such as a predicted number of re-identifications (listed in the tool interface under
Risk measures for categorical key variables), but pilot participants found these metrics
particularly confusing, and they failed to generate interactions worth studying further.
13 Additionally, we would argue that the disclosure protection score’s awkward defi-
nition exacerbates this challenge. For one, it is calculated relative to a naive attacker
who guesses sensitive values completely randomly, regardless of actual distributions,
meaning that the implications of the same number can differ dramatically depending
on which variables were picked. The score also tends to increase dramatically as the
number of sensitive variables grows.
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too close to 50%, which is halfway, while N3 said scores below 90%
or 95% would be concerning, explaining, “Maybe that’s me working
off of confidence intervals, that I want a 0.05.”

Additionally, though disclosure protection scores only measure
privacy under specific attack scenarios, participants often extrap-
olated from a single score (or a small set) to the overall level of
privacy. For example, based on just five scores around 65%, each
with political affiliation as the sensitive variable, N5 concluded that
overall privacy was good. While providing scientists with the capa-
bility to assess specific attack scenarios is useful, we believe tools
should work to ensure they do so with some comprehensiveness.

5.3 Gaps and strengths in tool workflows

Finally, we analyze how disclosure avoidance tools could be im-
proved to meet scientists’ needs in terms of overall workflows.
Based on what participants experienced as gaps and strengths of the
tools they used, we characterize two main potential improvements:
providing better support for decision-making, and generating doc-
umentation to inform secondary use. We also describe differing
perspectives on whether tools should give scientists greater control
over how disclosure avoidance algorithms are applied.

Participants wanted better support for decisions involving
setup and evaluation. Perceived gaps were often related to help-
ing scientists evaluate the utility and privacy of the de-identified
data. For example, N4 said that guidance on acceptable thresholds
for metrics such as SDMetrics’s similarity scores “would be helpful
for the average researcher who doesn’t really know how to do these
things. ...I just have a lot of questions about how this works and
how to evaluate it” Participants noted this kind of guidance should
be based on discussion within a broader scientific community: N6
expressed a need for “other people to help consider what our met-
rics are that we would use to say we are confident that we can use
the synthetic data” Guidance on how to interpret metrics could im-
prove the currently limited usefulness of metrics and visualizations
for evaluating privacy in particular (see §5.2).

Other gaps were related to helping scientists de-identify the data
to begin with, including setup and parameterization. For exam-
ple, multiple participants suggested that, based on the topic and
other characteristics of the dataset, tools could provide advice on
appropriate values of €, variables to prioritize, and more. Several
participants saw sdcMicro’s table of records violating k-anonymity
as a particularly good example of a responsive interface to assist
with decision support. As mentioned in §5.2, many participants
liked the idea of using a similar interface to rapidly evaluate utility
trade-offs of different disclosure avoidance configurations, such as
different values of k, without de-identifying the data anew each
time. Several participants further described hypothetical improved
versions that would provide more specific information about disclo-
sure avoidance impacts: M3 said, “This [currently] just shows you
all of the observations. I would want to know, easily, if I set k to 5
instead of 3, what percentage of birth year would be suppressed?”

Participants wanted tools to generate documentation to in-
form future use of de-identified data. Several participants in-
dicated that using de-identified data for research would require
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additional documentation: e.g., after viewing SDMetrics’s utility
metrics and visualizations, N4 noted that it would be important for
scientists analyzing synthetic data to have those same statistics to
understand the potential degree of inaccuracy in their analysis. This
was seen as particularly important because disclosure avoidance
tools may have different impacts on data utility, depending on use
case. N9 noted that the scientists de-identifying the data might have
different priorities than secondary users, which should be made
clear: “I could be very concerned about health and disability, but
not that concerned about the financial situation. ... That’s why I
feel the communication between the people who are de-identifying
and the people who will be using the data at the end matters.”
Providing this important documentation would need to be
weighed against its potential to increase disclosure risk, which
M2 acknowledged, suggesting a summary of values suppressed by
sdcMicro, including blurred statistics (“a confidence interval ...like
the real number of males is between X and Y; we censored it, so we
can’t tell you exactly, but it’s gonna be within this threshold”) and
formal concepts (“whether or not the missingness is random”). We
note that differential privacy is a good fit for this particular goal, as
information about the algorithm and parameters including e can be
published without breaking the privacy guarantee; depending on
the algorithm, this could enable the safe publication of information
such as confidence intervals for specific marginal distributions.

There is a lack of consensus over whether tools should give
scientists greater control over how disclosure avoidance al-
gorithms are applied. Several participants suggested that users
should have more control over nuances of disclosure avoidance
algorithms. In particular, many wanted to mark certain variables as
priorities for preserving data utility. N9 suggested that SmartNoise
could support grouping variables into categories, such as demo-
graphics, health, and finances, and then picking different values of
€ for each category: “If I want my synthetic data to be very close to
my original data in terms of the demographics, that one can have a
higher € and then the other areas can have a lower €.” Prioritizing
individual identifiers is a capability that sdcMicro supports, which
some participants interacted with on their second try. While partic-
ipants liked the idea, they felt that the design of the feature needed
improvement: nearly every participant who tried it commented on
how odd it was that sdcMicro forces users to give each identifier its
own distinct rank, rather than allow users to just specify a subset
of identifiers they do (or do not) prioritize. M6 just wanted to mark
birth year as a high priority but did not like having to prioritize
different race variables over one another: “It feels a little silly to be
like, this race gets a higher priority than this”

However, some participants also expressed the opinion that
greater control is not necessarily better. M3 experimented with
prioritizing variables, before concluding that it might be best to
run sdcMicro in a more default manner to mitigate users’ indi-
vidual biases: “I thought gender was really important and birth
year was not that important to keep, but somebody else might
think differently” Similarly, N10 worried that having individual
scientists choose € would be “too subjective,” suggesting that scien-
tists should instead follow suggested values for different contexts,
such as a higher value for general population-level surveys and
a lower value for sensitive data from a hospital. Perhaps worse,
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scientists could control disclosure avoidance algorithms to artifi-
cially support their preferred findings: N11 noted that “sometimes
as researchers, we are so inclined in having certain good outcomes
to show, that we may be seduced by the certain outcomes of the
synthetic data—for example, where we want to show that we have
discovered something” As these several participants pointed out,
empowering individual users does not necessarily lead to the best
outcomes for a scientific community.

6 Discussion

Disclosure avoidance tools could empower scientists and protect
research participants’ privacy, but they will be most impactful if
they are tailored to scientists’ needs and concerns. Here we discuss
recommendations for tool design drawn from our findings.

Helping scientists understand disclosure risk is a critical
need for tools to fill. Systematic disclosure avoidance methods
have serious drawbacks—if not the specific drawbacks of the two
tools in our study, then other drawbacks. As a result, tools were
often a non-starter for participants who were skeptical about the
baseline disclosure risk. We believe that disclosure avoidance tools
for all classes of practitioners should improve their communica-
tion of disclosure risk—especially tools intended for scientists to
use. As we find, however, this is challenging, with participants
often finding information irrelevant or misinterpreting it. Relat-
edly, Nanayakkara et al. noted challenges with a percentage-based
disclosure risk visualization they designed, as health data practi-
tioners were skeptical that a single numerical score would be useful
for making sense of risk in practice [40]. While demonstrating
actual re-identification attacks on a dataset could be particularly
compelling, this may not be feasible for tools to do on their own:
the most convincing attacks from the research literature involve
individualized, expert judgment to find external data and devise
identity linkage methods [10, 44, 68, 70].

To help scientists understand disclosure risk, tools must accom-
plish two interrelated tasks: communicating the disclosure risk of
the original data, and showing how that risk did or did not change
after de-identification. Facilitating better understanding of relevant
privacy parameters would be a good start, but tools should think
broadly about what information is important in the first place, as
well as how it relates to the threats and use cases relevant to open-
science data. For example, k can be useful as a relatively intuitive
heuristic, but users must also be informed about potential reverse-
engineering vulnerabilities (if applicable), so as to avoid giving the
false impression that k-anonymity alone can be trusted to totally
prevent re-identification. Similarly, e quantifies guaranteed lim-
its on disclosure risk, but the meaningfulness of those guarantees
is practically nonexistent at high values, certainly including the
values around 10 used for real-world synthetic datasets [22, 74].

There are some promising efforts to develop new frameworks
that define disclosure risk in ways that may be more aligned with
the context of open science; this could help to overcome percep-
tions of systematic disclosure avoidance methods as extreme. For
instance, Bun et al. propose a formal privacy framework with a
weaker threat model than differential privacy, which could entail
smaller utility costs while simultaneously being easier to reason
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about in relation to real-world attacks [6]. Other examples include
MinBlur, a k-anonymity variant that increases utility by estimating
k within the total population from which a sample is drawn [36],
and SafePub, a differential privacy algorithm that preserves truthful-
ness (i.e., does not introduce inaccuracies) [2]. Further user studies
should be conducted to understand how tools incorporating these
frameworks affect scientists’ perceptions of disclosure risk.

In our study, participants strengthened their understanding of
data utility through positive feedback loops that combined high-
level metrics with low-level examples (see §5.2); similar strategies
could enable tools to convey disclosure risk more effectively. We
propose that tools could show users the records that are estimated
to be the most identifiable or sensitive, in order to create positive
feedback loops that strengthen users’ understanding of data privacy.
For example, a tool like sdcMicro—where users suppress or coarsen
a set of identifying variables—could display the records with the
rarest combinations of those values, in order to ensure that users
take into account the most vulnerable individuals and how their
risk level changes with different de-identification choices. With
appropriate privacy safeguards, Al could help pick these records,
for instance using an approach like Zheng et al’s technique for
estimating an individual’s global k value [82]. Similarly, a tool like
SmartNoise/SDMetrics—where differential privacy is applied to
generate synthetic data—could show users the original records that
are at highest risk of inference attacks, for different values of e.

To further support productive conversations and establish norms,
we believe that meta-infrastructure like the proposed public reg-
istry of differential privacy deployments [14, 41] would be beneficial.
There is currently a great deal of momentum focused on supporting
differential privacy practitioners, including the differential privacy
registry, but much less energy has been put into helping scientists
with disclosure avoidance more broadly. A registry for scientists
could document information about disclosure risk and about disclo-
sure avoidance methods and outcomes, in a format that facilitates
comparison; this could help scientists understand, for example, how
the disclosure risk of their dataset compares with other published
datasets. Devising appropriate metrics and evaluating the registry’s
format is an open direction for future work at the intersection of
technical privacy and practitioner-centered research.

Improving guidance should also be part of the solution: our prior
work found that disclosure avoidance guides have notable gaps that
may mislead scientists about risks, and they fail to provide good
instructional examples to show scientists how to assess disclosure
risk [20]. At a minimum, guides should provide a step-by-step ex-
ample of singling out an individual, so that scientists understand
the basic attack that they are tasked with preventing. Ideally, guides
would be interactive—for example, a webpage with executable code
blocks—to give scientists a more tangible sense of the process and
level of effort required to re-identify data. Ultimately, as disclosure
avoidance is a secondary concern for scientists, it is essential that
improved guidance, tools, and other support be embedded in sci-
entific infrastructure, in places where scientists will have access
to them exactly when they are needed. When there are considera-
tions that scientists need to plan ahead for, they should be provided
with reminders and accountability—for example when applying for
funding, getting research ethics review, and especially submitting
data to repositories and funding agencies.
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Tools should support iterative decision-making, but this also
creates new issues that must be accounted for. Understanding
the impact of disclosure avoidance on utility is a complex task,
and positive feedback loops between high-level metrics and low-
level visualizations can help. The tools in this study have made a
good start, but future disclosure avoidance tools for scientists will
ideally incorporate utility metrics that measure more than just the
magnitude of change to marginal distributions; to the extent that
those high-level metrics can be paired with low-level visualizations
and examples to make them more concrete, users will benefit.

We were particularly surprised by the strength and consis-
tency of participants’ reactions to sdcMicro’s table of k-anonymity
violations—that an interface like this would be invaluable for rapidly
assessing the potential impacts of different setup and parameteriza-
tion choices. We believe this indicates an unmet need for tools to
support more iterative decision-making. As it is, most workflows
in sdcMicro and SmartNoise/SDMetrics are not very iterative: for
one, trying out different values of k or € requires users to restart
from the beginning, potentially waiting for several minutes before
they can see how outcomes have changed.

Tools should strive to make iterative interactions easier and
faster. ViP, which visualizes privacy-utility trade-offs when releas-
ing differentially private statistics, provides a good preliminary
example of how disclosure avoidance interfaces for practitioners
could be more iterative and responsive; when the user changes
€, a dashboard updates dynamically to show a range of possible
outcomes across multiple variables in the dataset [40]. Designing
analogous interfaces for de-identifying microdata is an interesting
and likely even more complex topic for future work.

At the same time, empowering the human in the loop creates
new issues that tools should account for. sdcMicro has users choose
which variables are identifiers; in our study, some participants
backtracked on their initial assessments after seeing the impact on
data utility, questioning whether the set of identifiers needed to be
so large. This is not inherently a bad thing—disclosure avoidance
requires compromises between privacy and utility—but it does show
how tools like sdcMicro that give users more agency (as opposed to
SmartNoise, for example, which operates with minimal user input)
also give users more ways to cut back on privacy, creating risks.
Participants also explicitly worried about whether giving users
greater control would result in overly subjective decision-making
and even enable skewing data towards desired research findings.

Creating community norms is essential to resolve these issues,
for which there is no objectively ideal solution. Based on their
needs and values, scientific communities could set expectations
for disclosure avoidance methods, parameter values, ways of mea-
suring utility and privacy, and thresholds for utility and privacy
metrics. Ideally, good norms would leave room for scientists to
de-identify data in accordance with the circumstances of their par-
ticular research project and with their own personal values, while
also simplifying disclosure avoidance and smoothing out individual
idiosyncrasies that complicate secondary usage of the data. Once
again, meta-infrastructure akin to the proposed public registry of
differential privacy deployments [14, 41] could help to create norms;
research funders and data repositories could also set their own ex-
pectations. Tools could help by integrating guidance from specific
scientific communities into tool interfaces and workflows.

13

Tools should provide better interfaces to help users interpret
information. The format of information provided by tools can
lead to misinterpretations and oversights, as users may struggle
with tasks such as visually comparing graphs or recognizing edge
cases for a utility metric. Some of this can be fixed by addressing
basic usability issues. While this is not within the scope of our
study, we note one simple usability-adjacent suggestion that came
up frequently: in addition to showing users graphs of marginal
distributions before and after disclosure avoidance, also provide
one more graph that specifically plots the difference between the
two distributions, to make comparison as easy as possible. Tools
could also bring potentially noteworthy changes directly to users’
attention, for example by highlighting variables whose marginal
distributions have changed significantly as a result of deleted values.

Better visual interfaces could help by enabling scientists to
quickly understand changes across a dataset at a high level. Re-
searchers may be able to take inspiration from existing work in
related domains of practitioner-centered interface design: for ex-
ample, an interface designed by Munechika et al. to help machine
learning practitioners audit their models for bias could be adapted
to help scientists understand changes in crosstab distributions [39].

Finally, AI could provide individualized interpretive assistance,
summarizing key takeaways and highlighting changes that users
may not notice. Ensuring that Al answers can be trusted is crucial;
at the least, they should be grounded in pre-defined considerations
related to a specific disclosure avoidance method, and they should
be transparent about how they were generated. The problem of
trustworthiness may not be fully solvable, so tools should ensure
that Al guidance is accompanied by other forms of guidance drawn
from sources such as human experts and community norms.

Tools need to provide transparency about disclosure avoid-
ance methods and impacts without compromising privacy.
Echoing participants in a user study by Sarathy et al., participants
in our study expressed concerns about trusting tools that feel like
black boxes to de-identify data correctly and effectively. Partici-
pants also noted the need to help secondary data users understand
how the de-identified data differed from the original. To address
both of these concerns, tools should provide clear summaries and
other documentation that can help the scientists de-identifying the
data, as well as secondary data users, verify that the data has been
transformed in expected ways.

As noted in §5.3, though, these important transparency mecha-
nisms need to be carefully balanced with privacy: sharing informa-
tion such as disclosure avoidance steps, statistics about the original
data, and details about record-level changes can sometimes un-
dermine the privacy protections that tools are meant to provide.
Due to its formal definition, which leads to properties such as im-
munity to post-processing, differential privacy makes it possible
to unambiguously determine what additional information can be
shared without violating its core privacy guarantee. Should viable
alternative systematic disclosure avoidance methods be devised, it
is important that they provide transparency without undoing im-
portant privacy protections. At the same time, we note that not all
disclosure avoidance measures need be technical; documentation
with some potential to increase disclosure risk could be protected
with access and use restrictions, even if the dataset is public.
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ings and automated transcription. We only stored data locally and
with third-party vendors whose contracts with our institutions
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able to ICPSR members under terms of use. We complied with the
applicable requirements and restrictions. We additionally obtained
permission from the data authors to use this data for our study. All
study participants were authorized users; they had access to the data
only under our supervision and did not attempt re-identification.

To further reduce risks, we limit the reporting of details that
could re-identify either study participants or individuals in the
DMACS data. We do share some aggregate information about the
data; in general, more detailed information is already publicly avail-
able on ICPSR in the dataset codebook.

Open science

The following materials are available at https://doi.org/10.5281/
zenodo.22680856:

(1) DMACS dataset terms of use

(2) DMACS dataset codebook

(3) Pre-processing script used to prepare the DMACS dataset
for sdcMicro and SmartNoise

(4) Survey questions associated with the variables in the modi-
fied DMACS dataset

(5) sdcMicro instruction handout

(6) SmartNoise/SDMetrics Jupyter notebook

(7) Qualitative codebook

In accordance with the terms of use, we cannot share the DMACS
dataset used in this study. The data is available to authorized users
through ICPSR (study 38892): https://www.icpsr.umich.edu/web/
ICPSR/studies/38892.

As alluded to in §3.1, we slightly modified SDMetrics to fix some
distracting usability issues. Specifically, we made visualizations
display ordered categories in the correct order, hid an irrelevant
visualization, and made display of labels more consistent. The mod-
ified code is available at https://github.com/oatnewguo/SDMetrics.
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Al use

No AI tools were used to write this paper. We used ChatGPT to
generate illustrative free-text responses to replace redacted values
in the DMACS dataset for one variable; this did not play a major
role in our study, and the specific generated text can be found in
the pre-processing script linked in the Open Science appendix. As
noted in §3.5, we used Al tools (Whisper [52] and pyannote [58])
to create initial transcripts of recorded user studies; we listened
through each recording to fix transcription mistakes.

A sdcMicro study protocol

Mirror the computer screen with a larger display in the room so
you can observe the participant’s actions without looking over their
shoulder. Open sdcApp. Load the data, and under the Anonymize tab
mark the following variables as categorical key variables: birth_year,
and every variable from born_in_US to the end. Separately, load and
view the dataset in RStudio.

Orientation

I'll start with some background. Publishing research data has ben-
efits, including enabling replication and meta-analysis, and it is
sometimes required by funding agencies and journals. To protect
individuals’ privacy, published data is often de-identified: that is,
modified to make it harder to learn information that could be
linked back to specific individuals in the real world. Some steps
are straightforward—like removing names—but indirect identifiers
can be complicated. For example, if a published dataset describes a
female dentist born in 1993 who lives in College Park, then someone
might be able to re-identify her and learn new information that
should have been private.

To improve privacy, we can remove or alter data that could be
identifying or sensitive. However, this could also limit the dataset’s
usefulness for legitimate purposes, creating trade-offs between
privacy and utility. Any questions so far?

e Have you done anything like this (de-identifying and/or
publishing research data) before?

Today we’ll be working with a dataset modified from a 2023 survey
of the Detroit Metro Area. This survey measured 2,000 residents’
opinions and experiences relating to health, economics, and more.
The overall goal is to inform local community development.

Please take a minute to familiarize yourself with the dataset in front
of you. If you want to know more about the survey questions or
the responses, I have more information. As you look through the
data, please think out loud about what you think the use cases and
privacy risks might be.

Participant looks through the dataset. If they ask, you can provide the
questions and/or codebook. Take note of the use cases they mention,
because we will ask them about them later.

e Suppose you've collected this data and are required to re-
lease it to the public. If you had access to an expert in de-
identification, what would you want help with? What ques-
tions would you like to ask them?
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Tool use

Today you will use a tool called sdcMicro to help de-identify this
dataset. It’s important for you to know we have no affiliation with
sdcMicro: this is a tool developed by other researchers, and one of
our main goals is to identify issues with it from the perspective of
researchers like you, so we’d love to have your honest opinions,
positive or negative.

sdcMicro tries to prevent individuals in the data from being re-
identified—recall the example from before of the female dentist
born in 1993 who lives in College Park. To do this, sdcMicro will
apply an algorithm that identifies cases like this and then deletes
individual values to reduce re-identifiability: for example, removing
her city or occupation.

Give instructions to participant.

sdcMicro uses a risk metric called k-anonymity to decide how to
de-identify data. To calculate k-anonymity, we first choose a set of
variables that could be used to re-identify individuals. For example,
we might pick age, gender, and city because they can be learned
from voter registration records. Then, based on these variables, we
determine whether individuals look different from others in the
dataset. In the mini example on the left, the bottom four records
are each unique; after deleting some values, on the right, there are
two groups of similar-looking records, one with four men and one
with three women. The value k is the size of the smallest of these
groups, and higher values imply stronger privacy. Any questions?

Now, please follow the instructions to apply the de-identification
algorithm and review the results. As you go along, please think
out loud—whether it’s something you find helpful or limiting, a
connection to your own research experiences, or any other reaction.
Go ahead whenever you’re ready!

Ask follow-up questions and remind participants to think aloud as
necessary. When they reach step 6, ask the questions below.

e What is your impression of the utility and privacy of this
dataset in its current state? It’s okay if you’re not sure yet—
we’re also interested in what you’re uncertain about.

o In your own words, could you please try to explain to me
how the data has been transformed?

- Could you please describe for me how you expect the
distribution of values has changed across the dataset,
for single variables and crosstabs?

- Could you please describe for me how you expect indi-
vidual records to have changed due to de-identification?

o As an example of a use case for this data, suppose a group
of researchers is compiling datasets from multiple cities to
analyze mental health trends across demographics. How
do you think the current de-identification has impacted
the usefulness of this data for that study?

— Alternatively, ask them about use cases they described at
the beginning of the study.
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o As an example of a privacy threat to this data, suppose
a local health insurance provider knows people’s demo-
graphics and wants to use this data to learn about indi-
viduals’ disabilities and finances. How do you think the
current de-identification has impacted the protection of
this data against that threat?

— Alternatively, ask them about privacy risks they described
at the beginning of the study.

[if time permits] We have some extra time, so let’s try de-identifying
the dataset again. Step 7 of your instructions lists some suggestions
for something to do differently. I can help you with this. Is there
any option that you’d like to try? [Optionally, suggest an option
based on participant’s earlier comments.]

Reset the anonymization using Reset SDC problem under the Anon-
ymize tab. Guide the participant through their choice.

e What is your impression of how the utility and privacy of
this dataset are different than before?
o In the context of publishing de-identified research data,
which version of the dataset do you prefer?

Reflection

Let’s talk about your overall experience and impressions. Please
remember that we are not affiliated with sdcMicro at all, so we’re
really looking for your honest opinions, positive and negative.

e What is your overall impression of sdcMicro? Did it provide
you with any information or capabilities that you would
want in a tool for making research data less identifiable?

o Compared to how you would like to be informed about
the impact of de-identification, how was sdcMicro similar
or different? Did you find it effective?

e To what extent do you believe that systematically deleting
individual values, like sdcMicro did, creates difficulties for
downstream use cases?

o How do you believe these changes would affect attempts
to replicate or conduct new analyses of this data?

o How do you believe these changes would affect attempts
to include this data in large-scale meta-analyses?

o As a researcher, can you think of situations where a tool
like sdcMicro would be a good fit, or—on the other hand—
situations where using sdcMicro would be a bad idea?

e When analyzing datasets with deleted values, what addi-
tional steps or considerations would someone need to take
in order to account for these changes, in your opinion?

o If you were preparing to publish the kind of data you typ-
ically work with using a tool like sdcMicro, do you think
there would be different needs or considerations than the
ones we discussed today?

o Before we wrap up, is there anything else you want to say
about the design of tools and methods for making research
data less identifiable?

Thank you so much for your time and insights! I'll turn off the
recording. Do you have any questions for me about this research?
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B SmartNoise/SDMetrics study protocol

Mirror the computer screen with a larger display in the room so
you can observe the participant’s actions without looking over their
shoulder. From inside the virtual environment, run jupyter lab note-
book.ipynb and minimize the file browser at the left (if applicable).
Separately, load and view the dataset in RStudio.

Orientation

I'll start with some background. Publishing research data has ben-
efits, including enabling replication and meta-analysis, and it is
sometimes required by funding agencies and journals. To protect
individuals’ privacy, published data is often de-identified: that is,
modified to make it harder to learn information that could be
linked back to specific individuals in the real world. Some steps
are straightforward—like removing names—but indirect identifiers
can be complicated. For example, if a published dataset describes a
female dentist born in 1993 who lives in College Park, then someone
might be able to re-identify her and learn new information that
should have been private.

To improve privacy, we can remove or alter data that could be
identifying or sensitive. However, this could also limit the dataset’s
usefulness for legitimate purposes, creating trade-offs between
privacy and utility. Any questions so far?

e Have you done anything like this (de-identifying and/or
publishing research data) before?

Today we’ll be working with a dataset modified from a 2023 survey
of the Detroit Metro Area. This survey measured 2,000 residents’
opinions and experiences relating to health, economics, and more.
The overall goal is to inform local community development.

Please take a minute to familiarize yourself with the dataset in front
of you. If you want to know more about the survey questions or
the responses, I have more information. As you look through the
data, please think out loud about what you think the use cases and
privacy risks might be.

Participant looks through the dataset. If they ask, you can provide the
questions and/or codebook. Take note of the use cases they mention,
because we will ask them about them later.

e Suppose you’ve collected this data and are required to re-
lease it to the public. If you had access to an expert in de-
identification, what would you want help with? What ques-
tions would you like to ask them?

Tool use

Today you will use a tool called SmartNoise to generate a synthetic
version of this dataset. It’s important for you to know we have
no affiliation with SmartNoise: this is a tool developed by other
researchers, and one of our main goals is to identify issues with it
from the perspective of researchers like you, so we’d love to have
your honest opinions, positive or negative.

Direct participant to Jupyter Notebook.

You will be working from a document called a notebook. Please
read and complete the part marked Introduction.



Proceedings on Privacy Enhancing Technologies YYYY(X)

Wait for participant.

To protect individuals’ privacy, SmartNoise will attempt to generate
fake data that hides information about individuals while preserving
characteristics of the dataset as a whole. This synthetic data would
be released instead of the real data. Please follow the step labeled
Generating synthetic data in your notebook to start the program;
while it runs, I will explain more.

Generating synthetic data without a rigorous privacy framework
could expose sensitive details about the original data. We want to
preserve overall correlations—for example, relationships between
race and gender and health outcomes—but if our correlations are too
specific, we might reveal private information about individuals. An
adversary who knows the computer program that was used and how
it works might be able to reverse engineer private information even
more effectively. Therefore, SmartNoise uses differential privacy,
which is a framework that mathematically guarantees a certain
level of privacy protection for each individual in the original data—
even against an adversary who knows how SmartNoise works, has
perfect information about the rest of the original dataset, and uses
optimal techniques for guessing private information. It does this
by automatically detecting correlations in the original data, adding
some statistical noise to ensure those correlations aren’t too specific,
and then sampling synthetic data based on those fuzzy correlations.

The degree of privacy protection can be customized using a value
called epsilon. Lower values of epsilon provide stronger privacy
but distort the synthetic data more. Higher values produce more
realistic synthetic data, but they enable adversaries to make better
educated guesses. Epsilon can be any positive number, with real-
world values ranging from 0.1 all the way to 50, though choices at
either end mean severe trade-offs to accuracy or privacy. Choosing
an appropriate epsilon depends on context. Real-world synthetic
datasets—such as nationwide data about new infancies and data
about demographics and experiences of human trafficking victims—
have used an epsilon of about 10. Any questions?

To start, you have just generated synthetic data with an epsilon of
5.

Direct their attention to where epsilon is specified in the notebook.

We may have time to revisit this choice later. Now, please follow
the instructions in your notebook to review the results. You do
not need to read or understand the code, though some instructions
will prompt you to modify some values; these values will always
be at the top of their code block, and I can help if anything is
confusing. As you go along, please think out loud—whether it’s
something you find helpful or limiting, a connection to your own
research experiences, or any other reaction. Go ahead whenever
you’re ready!

Ask follow-up questions and remind participants to think aloud as
necessary. When they reach step 6, ask the questions below.

e What is your impression of the utility and privacy of this
dataset in its current state? It’s okay if you’re not sure yet—
we’re also interested in what you’re uncertain about.
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o In your own words, could you please try to explain to me
how the synthetic data differs from the original data?

— Could you please describe for me how you expect the
distribution of values has changed across the dataset,
for single variables and crosstabs?

— Could you please describe for me how you expect indi-
vidual records in the synthetic data were created?

o As an example of a use case for this data, suppose a group
of researchers is compiling datasets from multiple cities to
analyze mental health trends across demographics. How
do you think generating this synthetic dataset has im-
pacted the usefulness of this data for that study?

— Alternatively, ask them about use cases they described at
the beginning of the study.

o Asan example of a privacy threat to this data, suppose a lo-
cal health insurance provider knows people’s demograph-
ics and wants to use this data to learn about individuals’
disabilities and finances. How do you think generating
this synthetic dataset has impacted the protection of this
data against that threat?

— Alternatively, ask them about privacy risks they described
at the beginning of the study.

[if time permits] We have some extra time, so let’s try generating
synthetic data again. Go back to the start and change the value of
epsilon. Then, go through the notebook again. [If they were okay
with the data, make sure they choose a meaningfully lower epsilon.]

e What is your impression of how the utility and privacy of
this dataset are different than before?
o In the context of publishing de-identified research data,
which version of the dataset do you prefer?

Reflection

Let’s talk about your overall experience and impressions. Please
remember that we are not affiliated with SmartNoise at all, so we’re
really looking for your honest opinions, positive and negative.

e What is your overall impression of SmartNoise? Did it pro-
vide you with any information or capabilities that you would
want in a tool for making research data less identifiable?

o Compared to how you would like to be informed about the
impact of generating synthetic data, how was SmartNoise
similar or different? Did you find it effective?

o To what extent do you believe that generating synthetic data,
like SmartNoise did, creates difficulties for downstream use
cases?

o How do you believe these changes would affect attempts
to replicate or conduct new analyses of this data?

o How do you believe these changes would affect attempts
to include this data in large-scale meta-analyses?

e As a researcher, can you think of situations where a tool
like SmartNoise would be a good fit, or—on the other hand—
situations where using SmartNoise would be a bad idea?

e When analyzing synthetic datasets, what additional steps
or considerations would someone need to take in order to
account for changes from the real data, in your opinion?

e If you were preparing to publish the kind of data you typi-
cally work with using a tool like SmartNoise, do you think
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there would be different needs or considerations than the
ones we discussed today?

e Before we wrap up, is there anything else you want to say
about the design of tools and methods for making research
data less identifiable?

Thank you so much for your time and insights! I'll turn off the
recording. There’s one thing I need to clarify. I said the tool you used
is called SmartNoise, which is not totally true. Actually, SmartNoise
generated the synthetic data, and a different tool called SDMetrics
created the visualizations and reports that you saw. Now, do you
have any questions for me about this research?

C Screening questionnaire

Institutional affiliation

(1) Which institution are you primarily affiliated with?
o University of Maryland, College Park | The George Wash-
ington University | Other
(2) Which department are you primarily affiliated with?

(3) What is your role at your institution?
e Master’s student | Doctoral student | Postdoctoral fellow |
Faculty member | Other
(4) What is your specific research focus, if you have one?

Research experience
We are interested in learning more about your experience working
with quantitative human-subjects microdata.

By quantitative, we mean structured data collected from hundreds
or more research participants—for example, through surveys. By
human-subjects, we mean data about people. And by microdata,
we mean data that is disaggregated at the individual level (for
example, each line in the dataset represents one person), as opposed
to aggregate statistics.

Please answer the following questions to help us understand your
background. You may provide additional context in the text boxes
if you wish.

(1) How many graduate-level classes have you taken in which
you analyzed quantitative human-subjects microdata?

(2) How many times have you analyzed quantitative human-
subjects microdata for a research paper or report that was
submitted to a peer-reviewed publication or research funder?

(3) How many times have you de-identified quantitative
human-subjects microdata to prepare it for publication
(e.g., in an online data archive)?

(4) How, if at all, have you learned about de-identifying quanti-
tative human-subjects microdata? (Check all that apply.)
e In a class or professional training
o By reading guides, papers, or other literature
e By learning from collaborators and mentors or by doing

it myself
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e I have not learned about de-identifying quantitative
human-subjects microdata
(5) Do you have other experience working with quantitative
human-subjects microdata or de-identification that you’d
like to share?

Participant demographics

(1) What is your age?
e 18-24|25-34 | 35-44 | 45-54 | 55-64 | 65+ | Prefer not to
state
(2) What is your gender?
e Male | Female | Non-binary | Prefer not to state | Prefer to
self-describe
(3) What is your race? (You can select more than one option.)
e American Indian or Alaska Native | Asian | Black or
African American | Hispanic or Latino | Native Hawai-
ian or Pacific Islander | White | Prefer not to state | Prefer
to self-describe
(4) How did you learn about this study?
e Message from an email listserv, research lab, or other
group
e In-class announcement
e Word of mouth from another participant in this study
e Direct email from the researchers
e Other
(5) What is your email? We will use this in order to contact you
about study logistics.

D Participant information

Table 3: These tables describe each participant’s research
area, broken down by which tool they used in our study.

(a) sdcMicro (b) SmartNoise

Research area Research area

M1  Crime / justice N1  Crime / justice
M2  Crime / justice N2  Crime / justice
M3 Crime / justice N3  Crime / justice
M4  Psychology N4  Psychology

M5  Psychology N5  Psychology

M6  Psychology N6  Psychology

M7  Health / medicine N7  Health / medicine
M8  Health / medicine N8  Health / medicine
M9  Health / medicine N9  Health / medicine
M10 Education N10 Health / medicine
M11 Sociology N11 Education

M12 Political science
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Table 4: This table summarizes participants’ demographics,
as self-reported in the screening questionnaire.

Category Count
Gender
Female 18
Male 5
Race
White 12
Asian 7
Black or African American 3
Hispanic or Latino 1
Age
18-24 3
25-34 16
35-44 4
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E Examples of tool interfaces

Figure 2: These screenshots are illustrative examples of tool interfaces that participants used to evaluate the utility and
privacy of de-identified data. Complete study protocols, detailing all interfaces participants interacted with, are provided in
Appendices A and B.
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(a) sdcMicro: changes in univariate distributions

Observations violating k-anonymity

Here you can browse the records that violate k-anonymity for a specified level of k.

Select value for 'k' @

268 observations (14.024%) violate 4 -anonymity
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(e) SDMetrics: visualization of all crosstab similarity scores
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